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odern dental offices need the
Internet. Its applications include
online eligibility and benefits, free
electronic claims submission and
tracking, immediate nonrecourse third-party
patient financing, patient newsletters, recare
and appointment confirmations by e-mail,
inexpensive or free Web sites, and a lot of unbi-
ased information from other dentists about
dental products, techniques, and the credibili-
ty of the latest dental gurus (Figure 1). (Note:
Links to some of our favorite Web sites can be
accessed from paperlessdentistry.com.)

The list of benefits is growing rapidly. Too
many advantages and sources of information
are simply unavailable any other way. Saying
“I don’t need the Internet” is like saying “I
don’t need electricity.” Stop doing things the
hard way. The biggest mistake a dental office
can make concerning the Internet is not to use
it! But, as with electricity, you want to use it
safely (Figure 2).

Dental computers are no longer do-it-your-
self projects. They are sophisticated business
systems that interact with everyone and every
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other system in a practice. Because an
Internet connection potentially opens your
office computers to every other Internet-con-
nected computer in the whole world, you need
some help with security. Dentists who try to do
this themselves are like the dentists who try
to fix their own teeth (Figures 3 and 4). We all
know someone who tries, but it is not a very
good idea. You need some competent, experi-
enced help from an IT (information technolo-
gy) person well versed in security. This is not a
job for your spouse’s uncle’s friend who works
in the mailroom of IBM. If your local IT person
cannot give you references from very security-
conscious clients such as banks, ask for a
referral to someone who can. A parts and labor
contract for a properly configured Internet
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Figure 1. Efficient dental office operation now requires the Internet.
Many dental insurance companies now have online patient benefits
and some will take direct submissions of claims and pre-estimations.

Figure 2. As valuable as it is, the Internet is not without hazards.
Just as with the use of electricity, some precautions are necessary to
avoid a very unpleasant experience!
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INTERNET SAFETY CHECK LIST

# Don't fix your own teeth: Get some qualified help from someone who does Internet security for a living. Connecting to
the Internet is easy; protecting your computers and office from the Internet is much more difficult.

@ Virus and spyware protection: There is no such thing as an absolutely “safe” computer connected to the Internet, but
you can harden your system significantly with some awareness and planning. The entire computer system should be
protected by antivirus software that is automatically updated at least once each week. Automatic updates for operat-
ing systems are also usually a good idea. You can check for and remove spyware with programs such as Adaware and
Spybot.

& Software or hardware firewalls are mandatory for any computer that connects to the Internet. Windows XP has a soft-
ware firewall built in but it is turned off by default. You can get some idea of your “Internet visibility” by visiting grc.com
and having the site “probe your ports.” (No, this is not some Internet version of a colonoscopy!)

@ Content filters can block access to offensive Web sites. They can also be used to block access to nonbusiness-relat-
ed sites that waste time in many dental offices providing unrestricted Internet access.

@ Wireless networks provide great benefits for dentists but have their own security requirements. Passwords, WEP or
WPA encryption, and MAC address restrictions should all be used. SSID broadcasting should be turned off.

@ Broadband connections, when they are available, are usually inexpensive and much more convenient than dial-up con-
nections. Often the cost of a DSL connection is less than you pay now for a separate phone line and the monthly fee
to your ISP. Properly configured, they are not more dangerous than dial-up.

# Consider a “break room computer” for staff personal use that has unlimited Internet access (with the possible excep-
tion of offensive Web site blocking). But this “unsafe” computer should absolutely not be connected to your dental net-
work. You can get a computer at Wal-Mart for about $200 that runs a flavor of Linux, so it is somewhat virus-resistant
and makes a great, cheap Web browser. This also is a great use for an “old” computer that still works.

& A written office policy should cover computer uses and include a section on the Internet and e-mail (including the
admonition never to open e-mail attachments).

# Staff training in the rapidly changing field of dental computing should be a continuous process. Hardware and software
without staff training is like a really expensive car with no engine!

@ “Recare” is just as important for IT as it is for dental health. Two years ago, virus attaches were rare and no one was
talking about spyware. Many IT companies now have inexpensive maintenance contracts available that cover these
services.

Additional information on security and dental computing topics can be obtained from the authors. Mr. Jacoby can be reached at (916) 773-7222 or via
e-mail at josh_jacoby@innovacrew.com. InnovaCrew's Web site is innovacrew.com. Dr. Stephenson can be reached at (510) 483-2788 or via e-mail
at bruce@painlesscom.com. His Web site is paperlessdentistry.com.

Figure 3. This is not meant to be an all-inclusive list of Internet safety considerations, but it provides topics you should be sure to discuss with your IT pro-
fessional. The Internet is a “module,” like data backup or digital radiography, of your total computer system.
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connection will be anywhere
from $250 to $1,000 or more,
depending upon the number
of computers on your net-
work. But this is a bargain;
your investment will be
returned manyfold.

A GIANT OPEN-AIR MARKET
Think of the Internet as a
giant open-air street fair and
market with people from all
over the world wandering
around. Most of these people
are nice, honest, helpful, law-
abiding folks. But some of
them are pickpockets. Some
of them are robbers. And
some of them would just as
soon kill you as look at you.
Unfortunately, there are very
weird people in the world,
and some of them are on the
Internet. You need some help
to protect yourself and your
patients from some of these
people to keep you and your
staff safe from these mali-
cious denizens of cyberspace.
Figure 3 is a “clip-and-save”
checklist to discuss with your
Internet IT security person.
The list is not all-inclusive,
but it is an initial set of “talk-
ing points” when you plan
your Internet connection.
Most computer users are
now aware of the devastation
caused by worms, viruses,
and other forms of malicious
software or “malware.” But
many users are not aware of
how fast serious and expen-
sive problems can happen.
One dentist had just complet-
ed the installation of 10 new
computers with fully inte-
grated intraoral cameras,
digital x-ray, clinical charting
in all operatories...every-
thing necessary for a paper-
less practice. This was an
expensive and extensive sys-
tem to set up. To save a little
money, he decided to connect
to the Internet himself. He
had been told how easy it
was and this proved to be
true. He had no problem con-
necting and was soon “surf-
ing” to some of the interest-
ing Web sites he had heard
about. No one knows just
which of these Web sites was
the culprit or exactly what he
did to download the malware,
but after about 30 minutes of
surfing, all the computers on
his network were infected
with a very destructive worm
that deleted many critical
files on each of these comput-
er's hard drives. This was
akin to having your new car
totaled as you drove it home



from the car dealer. “Oops”
doesn’t begin to cover it! The
hardware was undamaged,
but—as with most complicat-
ed dental systems—the time
spent in installing and con-
figuring software is the more
expensive part of the project.
All the software, including
the operating systems, had to
be reinstalled and reconfig-
ured.

It is uncommon to see
problems this extensive hap-
pen this quickly. But they do
occur...and they can be pre-
vented. Get some competent
help when you connect your
business computer system to
the Internet. This dentist
“fixed his own teeth,” and
ended up needing a “full
mouth reconstruction!”

Embracing the
Internet, like
using electricity,
should be

an interesting
and rewarding
experience, not a
“shocking” one.

We don’t yet have any
such dental horror stories
about HIPAA, “hackers,” and
“crackers,” but you can be
sure of some in the near
future. Newspapers had a
field day with the story of the
13-year-old boy who hacked
into the personnel records of
the state of California and
made off with the governor’s
social security number and
home address! Dentists have
such information on their
office computer systems, and
many dentists have much
more personal information
such as medical alerts and
credit card numbers. What if
some 13-year-old hacked into
your system just because it
was an easy target on the
Internet? What if he printed
out your patients’ social secu-
rity numbers and distributed
them at the local high school?
You would probably not have
to go to “HIPAA Jail,” but I
bet you sure would be embar-
rassed. And I bet you would
have a few hopping mad
patients to deal with! In
California, if we discover
such a computer break-in, we
have a legal obligation to
inform all those possibly
affected (ie, all my patients)

that their personal informa-
tion may be floating around
somewhere. A real “practice
builder!” And just wait until
your local newspaper picks
the story up. Maybe “60
Minutes” will be interested!

FIREWALLS
To prevent the above situa-
tion, you need a well-config-
ured firewall. A firewall is
either a hardware or soft-
ware device that sits between
your office computer system
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Parental controls are an
example of content filters.
They prevent computer users
from accessing sites contain-
ing pornography, hate mon-
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gering, and other categories
of Web sites that might
offend certain people and
have essentially no business
value for a dental practice.

A good firewall allows you
or your designated IT person
to set up “white lists” (the
only sites your staff can
access) or “black lists” (specif-
ic sites your staff is blocked
from accessing). You can even
subscribe to business services
that set up and maintain
these lists for you. If one of
your staffers browsing an
offensive Web site is observed
by another staff member, as
the business owner you are
responsible. It is no different
than allowing a staffer to
display any other form of
offensive material in your
office.

SPYWARE

The last category of Internet
intrusion I want to discuss is
“adware” or “spyware.” You
may already be aware that
most “freeware” also installs
advertising tracking software
(adware), and if you remove
this adware, the freeware will
not function. The “free” in
freeware isn’t true in many
cases! This adware reports
back to companies that are
interested in where you go
on the Internet and what
you are interested in buying.
Adware records this infor-
mation and then sends it
back to the Internet “moth-
ership” in the background
(ie, unbeknownst to you)
over your Internet connec-
tion. (There are lots of back-
ground tasks running while
you are connected to the
Internet. Most of them are
beneficial, such as virus def-
inition updates, but a few of
them may have more nefari-
ous intent.)

Most “legitimate” adware
is installed with the user’s
consent but without the
user’s knowledge. The notice
that this software will be
installed on your computers
is included in the software
agreement you accept-but
don’t read—when you install
the freeware. This adware
tracking is not only legal but,
adware folks argue, poten-
tially beneficial to you as an
Internet shopper. (Maybe

Figure 4. Don't fix your own teeth! Get some qualified help with the
Internet. Computer systems are just too important to the operation of a
practice to be “do-it-yourself” projects. A dentist’s group of advisers, in addi-
tion to the traditional accountant, attorney, and insurance professionals,
now needs to include an information technology (IT) professional.

they think you need even
more Spam to stay truly
informed!) But at some
point, adware becomes spy-
ware, as it records more infor-
mation about you, your staff,
and perhaps your family.

One of the best-known
spyware programs on the
market is the $99 Win-
WhatWhere program. It can
be set up not only to track
your online exploits but also
to record everything you
type, on or off the Internet. If
you have a Web cam connect-
ed to your computer, it can
also be set to take a picture
at specific intervals, all “in
the background.” This infor-
mation, including the pic-
tures, is sent back to big
brother by “stealthmail.”
This sounds like a really cool
program, unless, of course,
someone has installed it on
your computer.

It gets even more excit-
ing. Some of these adware/
spyware programs have
been implicated in spreading
worms and other malware.
You don’t need to wait to
download an e-mail attach-
ment or go to a “bad” Web
site; a worm or virus can be
actively sought out and
installed for you by one of
these programs. Be sure to
discuss with your IT security
person the need to use such
programs as Adaware or
Spybot Search and Destroy
to remove adware/spyware
from your system.

CONCLUSION
The purpose of this article is
not to scare dentists away
from the Internet but to
stress the need for adequate
protection and safety precau-
tions. Just as with electricity,
the benefits far outweigh the
disadvantages. Spending a
little time and a little money
to ensure a safe Internet con-
nection is extremely cost-
effective. Embracing the
Internet, like using electrici-
ty, should be an interesting
and rewarding experience,
not a “shocking” one.+
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